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Lecture 11 Overview

� Tracking in multiple cameras
� Social perception of video surveillance

� Spread of video surveillance

� Opposition and reaction to video surveillance

� Automatic privacy protection in video surveillance
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� Automatic privacy protection in video surveillance
� Redaction

� Summarization

� Privacy Cam
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� Multi-View Detection and Tracking of Travelers 
and Luggage in Mass Transit Environments

� N. Krahnstoever P. Tu T. Sebastian A. Perera R. 
Collins

� General Electric Global Research, In Proceedings 
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� General Electric Global Research, In Proceedings 
PETS 2006
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� Use probabilistic foreground image. 
� Hypothesize targets (multiple classes) at discrete 

groundplane locations (with precomputed projections 
approximated by rectangles) to explain foreground

� Discard previous target hypotheses that conflict with 
new target
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new target
� Find maximum likelihood set of targets 

� Refine target locations based on finding heads
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Principal axis-based correspondence between multiple cameras for 
people tracking
Weiming Hu; M. Hu; Xue Zhou; Tieniu Tan; J. Lou; S. Maybank
IEEE PAMI V 28, No 4, April 2006 pp 663-671
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� Similar to “Multi-camera Image Tracking” Black & 
Ellis, PETS 2001
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Medial axes of people

� Find “Least Median of Squares” axis of each 
person

� Assumes people are vertical in image

� Segment groups

D(X,l)
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� Tracking in image plane with Kalman filter
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� Homography from landmarks
� Find correspondences that minimize distance between 

bottom of object and intersection of principle axes
� Vs Black & Ellis Transfer Error 
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Social aspects of Video Surveillance

� Video surveillance has been around for years
� Mostly limited to high security installations and retail CCTV

� 1990s IRA bombing in London inspired the “Ring of 
Steel” with heightened security measures in the 
city of London, included heavy deployment of 
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city of London, included heavy deployment of 
CCTV

� CCTV materials costs have fallen significantly 
since then, prompting wider deployment

� UK is still the most heavily “surveilled” country in 
the world- Millions of cameras for 55million people
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Effects of CCTV

� Armitage et al. ‘99 
� many ways in which crime is reduced by CCTV

� Welsh & Farrington ‘02 meta-study of 22 reports
� Average 4% reduction in crime

� “Unless publicity is maintained, any initial reductions in crime can fade”
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� “Unless publicity is maintained, any initial reductions in crime can fade”

� Loveday & Gill ‘03
� Offenders show little concern for CCTV

� “balloon effect”- displace rather than prevent crime. 
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Public attitudes to surveillance
� Generally little opposition, though 

widespread discomfort
� Fears of “Big Brother” society 

– Perpetual surveillance dystopia in London with in-home 
observation by the “Televisor” 

– So long as he remained within the field of vision which 
the metal plaque commanded, he could be seen as well 
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the metal plaque commanded, he could be seen as well 
as heard. There was of course no way of knowing 
whether you were being watched at any given moment.

� Likened (notably by Michel Foucault in “Discipline and 
Power”) to the “Panopticon” Jeremy Bentham’s idea (1791) 
of a prison where one felt one was constantly  under 
observation. 

– Self-control is imposed by fear of constant observation
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Public responses to video surveillance 

� Surveillance Camera 
Players 

� “completely distrustful of all 
government” 

� Plays written to be performed in front 
of surveillance cameras

� Many surveillance-based art-
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� Many surveillance-based art-
works

� Ctrl_space art show in Germany

� “Sousveillance”
� Steve Mann’s portable 

democratization of surveillance
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Public responses to video surveillance
� Institute for applied autonomy 

� iSee is a web-based application charting the locations of closed-circuit 
television (CCTV) surveillance cameras in urban environments. With 
iSee, users can find routes that avoid these cameras ("paths of least 
surveillance") allowing them to walk around their cities without fear of 
being "caught on tape" by unregulated security monitors.

Multiple cameras & Privacy © 2008 Andrew Senior



IBM Research

David Brin- “The Transparent Society”

� Predicts a future where surveillance is ubiquitous 
because enabled by pervasive, miniaturised
technology. 

� Then asks what is the best version of this we can construct

– Prohibited in the house
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– Prohibited in the house
– Universal, public access to all surveillance information

– For citizens’ own use (safety etc.) 
– To “Watch the watchers” and prevent abuse
– Balancing power

» Cf current clampdown on photography- subway, no 
photography of NY bridges, etc. 
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Abuse of CCTV

� ACLU “What’s wrong with CCTV?”

� Criminal abuse 
� PIN surfing?

� Institutional abuse
� Abuse for personal purposes
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� Abuse for personal purposes
� “Red road” scottish movie partly set in CCTV control room

� Discriminatory targeting
� “The young, the male and the black were systematically and 

disproportionately targeted, ... for Áno obvious reason’ and on the basis 
of categorical suspicion alone” [Norris99]

� Voyeurism
� Women were also far more likely to be the object of voyeuristic rather 

than specifically protectional surveillance.... [Norris]
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Video surveillance vs “Dataveillance”

� Dataveillance refers to increasing amounts of data 
that are being collected on everyone. 

� Ubiquitous computerization of all records

� Fears of “function creep”

– Ezpass used for speeding tickets
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– Ezpass used for speeding tickets
– Social security number required for everything etc.
– Failure of Australian ID card scheme – opposition orchestrated by 

Simon Davies

� Fears of leaking of data (identity theft, blackmail etc.)
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Total Information Awareness

� Admiral John Poindexter’s  program, post 9/11
� Aimed to provide complete data integration for government monitoring

� 2003 name changed to “Terrorism Information Awareness” 

– emphasized that the program was not designed to compile 
dossiers on US citizens, but rather to research and develop the 
tools that would allow authorized agencies to gather information on 
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tools that would allow authorized agencies to gather information on 
terrorist networks [wikipedia]

– Killed by Department of Defense Appropriations Act, 2004

– In 2002, San Francisco Weekly columnist Matt Smith decided to 
illustrate the perils of information proliferation by disclosing 
Poindexter�s private home address and phone number

– Some TIA programs are ongoing, under other funding
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Data has more “power” than video

� It’s hard to extract usable information from video
� Very hard to make it automatic or reliable

� Just a few bytes of data (social security number) can be very powerful 

� Video just contains information about your presence and actions at a 
particular location
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– Much less interesting than a credit card bill say

� Video is generally anonymous- currently very hard to add identity

� Video can collect rich information about a few selected people

– Hard to “mass produce” in the same way a creditcard database 
can be

� Lots of people working very hard to overcome the 
performance limitations
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Video data collection

� Anonymous
� Each track is unidentified. Personal information not gathered. 

� Identified 
� Each track corresponds to a known (“enrolled”) individual (from face 

recognition, credit card, badge swipe etc) - information is aggregated 
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recognition, credit card, badge swipe etc) - information is aggregated 
across multiple cameras

� Partially anonymous
� Individuals are recognized between observations but not identified, so 

data can be aggregated, but not connectable to other data sources. 

� A single observation can turn a partially anonymous track into an 
identified track



IBM Research

Basic privacy protection

� Restrict access to recorded video
� No playback

� No freeze-frame

� Log usage of certain features

� Security zones
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� Security zones
� Blank out/blur areas of video, or areas of PT space, prevent PT/Z in 

certain areas of PT space

� Implemented in camera hardware

� Encrypt video
� Standard on DVRs

� Should be encrypted at the camera

� Information sharing (shared key for encryption) 
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Privacy protection in automatic video surveillance

� Use video analysis to separate video into separate 
semantic streams of information 

� Each stream may contain a different level of privacy-intrusive 
information

– People
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– People
– Vehicles
– Background
– Movable objects

� Video can be rerendered to deliver only some 
streams of information, removing or modifying 
others
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IBM Approach to Video Privacy

hide
locations

hide

hide
times hide

actions

Ordinary users
access statistics

how
many
people

alert me 
if x shows up
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hide
identity

actions

video

Law enforcement
accesses video

Priviledged users
access more information

alert on
event
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Video redaction
� Obscure people

� Hide identity [face, iris, 
gait, skin luminance], 
race, age, sex, actions 
etc.

– Bounding box, 
Silhouette, just face

coarse 
level 1 
model

medium 
level 2 
model

fine 
level 3 
model

silhouette
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– Blur, blank out, 
overlay “model”, 
replace with 
background

� Obscure objects or 
background

� “Secret documents” 

action
interaction

appearance 

object 
class

identity

time

location

track

running none

Bob

person

18:33:32



IBM Research

Multiple cameras & Privacy © 2008 Andrew Senior



IBM Research

Privacy policies

� Sophisticated interpretation allows fine-grained 
policies to be developed akin to ACL

� IBM’s Privacy Policy Workbench “sparcle” 
� Server Privacy ARrchitecture and CapabiLity Enablement [Karat]

� Many criteria
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� Many criteria
� Based upon user and observed person’s rights

– Identification of individual or
– Declaration of group/identity with RFID (or distinctive object)

– “Respectful cameras” [Goldberg, Berkeley]

� Spatial (world/image coords)

– Privacy in public spaces, but abdicated inside corporate property

� Behavioural
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PrivacyCam

� Put all processing, “stream separation” and 
redaction (plus encryption) into camera

� Raw video never leaves camera

� Combined system is a configurable IP camera
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Factors on the sense of privacy in video 
Surveillance
Koshimizu, Toriyama, Babaguchi CARPE’06

� Different obscuration techniques
� How do subjects feel about been watched by 

people familiar/unfamiliar with them / police with 
different measures of privacy protection. 
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different measures of privacy protection. 
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People Identification with Limited Labels in 
Privacy-Protected Video
Chang, Yan, Chen, Yang (ICME 06)

� People can determine identity even in privacy 
protected video
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Preserving Privacy by De-identifying Facial Images
Newton, Sweeney, Malin (CMU TR2003)

� Generate new face to replace originals- more 
natural video without face identifyability
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Privacy certification

� How can you trust that anyone is using privacy protection in a 
surveillance system?

� Measures to increase public confidence and raise threshold of VS 
standards

� Approvals body along the lines of “TrustE”
� Surveillance cameras have labels with certification

� Hardware/software certification of vendor equipment

– Highest level of certification could have authenticated/digitally signed source code & 
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– Highest level of certification could have authenticated/digitally signed source code & 
approved hardware designs.

� Installation certification for installer/end user

– Hardware software and codes of practice
– Verifiable by on-site inspection

� Web-accessible database for people to check certification
� Verify certification is valid and applies to this installation. 

� Location aware (GPS/cellphone)

� Accreditation by independent body at various levels of certification


