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Abstract Face recognition has long been a goal of computer visiorgridytin recent years
reliable automated face recognition has become a redistiet of biometrics
research. New algorithms, and developments spurred liydalbsts of cameras
and by the increasing availability processing power hadetdepractical face
recognition systems. These systems are increasingly loeiplpyed in a wide
range of practical applications, and future improvementsrjise to spread the
use of face recognition further still. In this chapter, weiegs the field of face
recognition, analysing its strengths and weaknesses aadlde the applications
where the technology is currently being deployed and whesteaws future po-
tential. We describe the IBM face recognition system andesofits application
domains.
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4.1. Introduction

Recognizing faces is something that people usually dotéfgsly and with-
out much conscious thought, yet it has remained a difficudblem in the
area of computer vision, where some 20 years of researclstib@ginning
to yield useful technological solutions. As a biometrichieclogy, automated
face recognition has a number of desirable properties teadraving research
into practical techniques.

The problem of face recognition can be stated as ‘identifgn individual
from images of the face’ and encompasses a number of vaisatither than
the most familiar application of mug shot identification. édmotable aspect
of face recognition is the broad interdisciplinary natufale interest in it:
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within computer recognition and pattern recognition; bérics and security;
multimedia processing; psychology and neuroscience. dffisld of research
notable for the necessity and the richness of interactidwdsn computer
scientists and psychologists.

The automatic recognition of human faces spans a varietijffefent tech-
nologies. Ata highest level, the technologies are beshdisished by the input
medium that is used, whether visible light, infra-red [29] 8r 3-dimensional
data [7] from stereo or other range-finding technologiesusTfar, the field
has concentrated on still, visible-light, photographi@agas, often black and
white, though much interest is now beginning to be shown énrdtognition
of faces in colour video. Each input medium that is used foe faecognition
brings robustness to certain conditioas, infra-red face imaging is practically
invariant to lighting conditions while 3-dimensional dataheory is invariant
to head pose. Imaging in the visible light spectrum, howewdl remain the
preeminent domain for research and application of facegrdtion because of
the vast quantity of legacy data and the ubiquity and chesspofphotographic
capture equipment.

4.2. Face as a Biometric

Face recognition (see [6, 33] for recent surveys) has a nuoflsrengths
to recommend it over other biometric modalities in certainwmstances, and
corresponding weaknesses that make it an inappropriateecbb biometric
for other applications. Face recognition as a biometriéGvdera number of
advantages from being the primary biometric that humanstasecognize
one another. Some of the earliest identification tokéms,portraits, use this
biometric as an authentication pattern. Furthermore itedi-accepted and
easily understood by people, and it is easy for a human apei@tarbitrate
machine decisions — in fact face images are often used as arhuerifiable
backup to automated fingerprint recognition systems.

Because of its prevalence as an institutionalized and éeteuarantor of
identity since the advent of photography, there are largadg systems based
on face images — such as police records, passports andgllisémces — that
are currently being automated. Video indexing is anothamgte of legacy
data for which face recognition, in conjunction with spadlentification [19],
is a valuable tool.

Face recognition has the advantage of ubiquity and of bemgersal over
other major biometrics, inthat everyone has aface and ememeadily displays
the face. (Whereas, for instance, fingerprints are captwttd much more
difficulty and a significant proportion of the population Hiagerprints that can
not be captured with quality sufficient for recognition.) igueness, another
desirable characteristic for a biometric, is hard to claintw@rent levels of



Achievements and Challenges in Fingerprint Recognition 103

accuracy. Since face shape, especially when young, islheafluenced by
genotype, identical twins are very hard to tell apart witis technology.

With some configuration and co-ordination of one or more gas)ét is be

more or less possible to acquire face images without activéicpation of the

subject. Such passive identification might be desirablecfmtomization of

user services and consumer devices, whether that be opshiagse door as
the owner walks up to it, or adjusting mirrors and car seatsdalriver’s presets
when sitting down in their car.

Surveillance systems rely on passive acquisition by capguhe face im-

age without the cooperation or knowledge of the person biemaged. Face
recognition also has the advantage that the acquisitioiceleare cheap and
are becoming a commaodity (though this is not true for noibiéswavelength
devices and some of the more sophisticated face recogiattmologies based
on 3-dimensional data).

The main drawbacks to face recognition are its currentivelgtiow accuracy

(compared to the proven performance of fingerprint andédsgnition) and the
relative ease with which many systems can be defeated ¢8ecf.1). Finally,

there are many attributes leading to the variability of iemgf a single face
that add to the complexity of the recognition problem if tikey not be avoided
by careful design of the capture situation. Inadequatetcainsor handling of

such variability inevitably leads to failures in recogoiti

These include:

m Physical changesfacial expression change; aging; personal appearance
(make-up, glasses, facial hair, hairstyle, disguise).

= Acquisition geometry changes:change in scale, location and in-plane
rotation of the face (facing the camera) as well as rotatiatepth (facing
the camera obliquely, or presentation of a profile, notfidhtal face).

= Imaging changes: lighting variation; camera variations; channel char-
acteristics (especially in broadcast, or compressed ig)age

Al

Figure 4.1. Sample variations of a single face: in pose, facial appearaage, lighting and
expression.

No current system can claim to handle all of these problentis \mgarticular

there has been little research on making face recognitiomstdo the effects of
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aging the faces. In general, constraints on the applicatenario and capture
situation are used to limit the amount of invariance of fanage sample that
needs to be afforded algorithmically.

The main challenges of face recognition today are handtitagion in depth
and broad lighting changes, together with personal appearehanges. Even
under good conditions, however, accuracy needs to be iragdrov

421 Robustness and Fraud

All biometric recognition systems are susceptible to azaidl errors of two
types which both must be minimized: False Accept (FA) endrere arandom
impostor is accepted as a legitimate users and False RERYEe(rors where
a legitimate user is denied access. Designers of biomegtsierms must also
be very conscious of how the system will behave when deliblrattacked.
Naturally much of biometric system design falls into the enwaditional cate-
gories of physical, procedural and electronic security -evpnting an attacker
from circumventing the recognition system or preventinigdanroliment of
biometric identities into a system’s database, for examplat is, purposeful
and successful attempts at creating a false accept erroefgrag means of
security attacks. Nevertheless, there are a number ofigeattack types that
are specific to biometrics.

It is very easy to change one’s facial appearance to make amtevery
different, and so to prevent identificatione. cause a false rejection. This is
particularly important in a ‘non-cooperative’ applicatigvhere the biometric
is being used to prevent a single person from obtaining algygi (such as a
vote or driving licence) more than once. While underlyingqiéstructure is
extremely difficult to change, itis also hard to measure,ahfdce recognition
systems rely on more superficial, changeable charactsri€Bection 4.3.3)
making them defeasible for determined individuals.

Itis also possible for some people to impersonate othelsanitgh degree of
similarity (an important vulnerability in ‘cooperativepglications like physical
access control). Photographs, rubber masks, video refilajlaav impostor
attacks — the deliberate engineering of a false acceptanoe ®etection of
such fake biometrics data is only superficially handled byicercial systems,
though this is improving. A couple of years ago, few systerad & test to
detect authenticity (rejecting objects that looked toottidie faces rather than
photographs), but arecent PC Magazine test [21] found tithtdystems tested
could distinguish a real person from a photograph. More istiphted shape
algorithms could be devised, and elastic deformation cansed to prevent
simple photograph replay attacks. (One system allows ttieropf requiring a
change in facial expression during verification.) With caifg power more
abundant, the technology for detecting fake biometric$ keibp improving.
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The combination with other biometrics — particularly lip tiwm verification
or speaker ID [23] reduces the exposure to impersonatiaclkatt but further
measures are necessary to prevent video replay attacke ahwre-recorded
sequence of the authorized individual is somehow injeat¢d the system.
Well established in speaker identification literature [#hmpted-text or text-
independent verification can avoid a simple replay attaictheacost of a more
intrusive, complex and expensive system, but the advandesinable speech
and face synthesis algorithms [11, 15] furnish attacks @mekiese sophisti-
cated systems.

4.3. The Technology of Face Recognition

In this section we briefly review some of the technologies hlaae been used
for face recognition. In general, face recognition systpnegeed by detecting
the face in an image, with the effect of estimating and noizimeg for transla-
tion, scale and in-plane rotation. Given a normalized im#uyefeatures, either
global or local, are extracted and condensed in a compaetrégresentation
which can then be stored in a database or a smartcard and impith face
representations derived at later times.

431 Related Fields

Face recognition is closely related to many other domaims shares a rich
common literature with many of them. Primarily, face redtign relies upon
face detection described in Section 4.3.2. For recognitiofaces in video,
face tracking is necessary, potentially in three dimerssiwith estimation of
the head pose [18]. This naturally leads to estimation op#rson’s focus of
attention [9, 32] and estimation of gaze [20] which are intg@ot in human-
computer interaction for understanding intention, paféidy in conversational
interfaces. Correspondingly there is much work on persacking [27] and
activity understanding [37] which are important guidesféme tracking and for
which face recognition is a valuable source of informatiBecent studies have
also begun to focus on facial expression analysis eitharfés affective state
[30] or for driving character animations particularly in B-4 compression
[26]. The recognition of visual speechg lip-reading, particularly for the
enhancement of acoustic speech recognition) is also admirggface image
processing area [1].

43.2 Face Detection

Naturally, before recognizing a face, it must be locatedhim image. In
some cooperative systems, face detection is obviated kstraiming the user.
Most systems use a combination of skin-tone and face tetdutetermine the
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location of a face and use an image pyramid to allow faces ying sizes to
be detected. Increasingly, systems are being developestdotdaces that are
not full-frontal [13]. Cues such as movement and personctietecan be used
[38] to localize faces for recognition. Typically transtat, scale and in-plane
rotation for the face are estimated simultaneously, aloitig netation-in-depth
when this is considered.

4.3.3 Face Recognition

There is a great diversity in the way facial appearance erpnéted for
recognition by an automatic system. Currently a number féérdint systems
are under development, and which is most appropriate magndiepn the ap-
plication domain. A major difference in approaches is wheth represent the
appearance of the face, orthe geometry. Brunelli and P¢gpiave compared
these two approaches, but ultimately most systems todag cgmbination of
both appearance and geometry. Geometry is difficult to reasith any ac-
curacy, particularly from a single still image, but prowsdeore robustness
against disguises and aging. Appearance information dilyeabtained from
aface image, but is more subject to superficial variatiortjqudarly from pose
and expression changes. In practice for most purposes agyperarance-based
systems must estimate some geometrical parameters intomdenive a ‘shape-
free’ representation that is independent of expressiorpasd artefacts [8, 12].
This is achieved by finding facial landmarks and warping #oefto a canonical
neutral pose and expression. Facial features are also tampdor geometric
approaches and for anchoring local representations.

Face appearance representation schemes can be dividextaitand global,
depending on whether the face is represented as a wholeaeaies of small
regions. Most global approaches are based on a principgb@oemts repre-
sentation of the face image intensities. This represemecheme was de-
vised first for face image compression purposes [17] andesulestly used for
recognition purposes [39]. The latter coined the tergenfaces for this type
of representation. A face image is represented as a vedtueokities and this
vector is then approximated as a sum of basis vectors (eiges)f computed by
principal component analysis from a database of face imagesse principal
components represent the typical variations seen betveses find provide a
concise encapsulation of the appearance of a sample fage,@ad a basis for
its comparison with other face images. This principal congs representa-
tion is, like for example the Fourier transform, a decottietatransform to an
alternative basis where good representations of the salemacteristics of an
image can be created from only a few low-order coefficientpide discarding
many of the higher-order terms.
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Other researchers have taken the approach of local repatises [42, 25,
36]. Local representations have the advantage that ontyoptre representa-
tion is corrupted by local changes on the face. Thus, donsiimglasses only
affects the local features near the eyes, but it may stilldssiple to recognize
someone from features derived from around the nose and mdotliever, as
mentioned above, inherently local representations aréehdo estimate and
there is a trade-off between feature estimation precisiohfeature size (local-
ity of the representation).

Matching. Having processed a face and extracted the features, these ar
stored or transmitted as a facial code (face template), wtem be as small
as 84 hytes (Visionics). For each representation type,tardie or similarity
measure is defined that allows ‘similar’ faces to be deteechirMuch of the art
in biometricsis inthe design of a model of the biometric datd, given a scheme
for extracting the model parameters as a representatidreafdta, in creating
a similarity measure that correctly discriminates betweamples from the
same person and samples from different people. As with amyddiric system,
some threshold on similarity must be chosen above which &we images are
deemed to be of the same person. Altering the threshold diffesent False
Accept and False Rejection Rates (Section 4.2.1) — trati@gmne off against
the other depending on the security level required. Thigiade-off between
convenience and security: user-friendly matchers havevddtse reject rate,
while secure matchers have a low false accept rate.

434 Performance

The Face Recognition Technology (FERET) tests from JonaBMaillips
[28] provided an early benchmark of face recognition tedbgies. Phillips
has continued the evaluation of face systems for US govaerhagencies in
the Face Recognition Vendor Tests [4]. This report provatesxcellent inde-
pendent evaluation of three state-of-the-art systemsamiticrete performance
figures. The report highlights the limitations of currenthieology — while
under ideal conditions performance is excellent, undeditimms of changing
illumination, expression, resolution, distance or agiperformance falls off,
in some cases dramatically. Current face recognition Bystre not very ro-
bust yet against deviations from the ideal face image attiquisbut there is
continual performance improvement.

4.4. Privacy Issues

With the widespread deployment of security cameras, andnitreasing
financial and technological feasibility of automating tkigrveillance, public
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fears have also increased about the potential for invadigmivacy that this
technology can bring about. Notable deployments of facegeition in the
London borough of Newham, in Tampa Florida [41] and at thel2B@per bowl
[40] have raised the spectre of intrusive applications oéfiecognition. It is
now starting to become easy and cheap to connect a face reoogystem to
a blanket video surveillance system with great potentiatfone prevention,
but also bringing undreamt-of powers of control to totai#a regimes, and
the erosion of civil liberties by an ever-wakeful, omnistiéig brother’ [24]
capable of tracking the activities of its citizens from deatb grave.

Technology will have answers to assuage these fears: @mngmby will
go a long way toward privacy-guarding; and rigorous righenagement, to
limit access to the information, will prevent privacy vittans by unauthorized
individuals. Automatic identity-masking controls may reatkese technolo-
gies in theory less privacy-intrusive than human visualaillance systems in
that an automatic surveillance system can prevent voyaurisonly allowing
people access to the video when a security incident has leteoted. How-
ever, it seems that this technology is a tool as any otheroahdlegislation,
self-regulation and social pressure will guide its use toeffieial rather than
oppressive aims. Inevitably, in a pluralist world, therd tv applications that
tend to the latter.

4.5. Application Domain

Many applications for face recognition have been envisagad some of
them have been hinted at above. Commercial applications savar only
scratched the surface of the potential. Installations sarf@a limited in their
ability to handle pose, age and lighting variations, bueabkmologies to handle
these effects are developed, huge opportunities for dap@ay exist in many
domains.

Access Control.  Face verification, matching a face against a single enrolled
exemplar, is well within the capabilities of current Pemlo@omputer hard-
ware. Since PC cameras have become widespread, their faedevased PC
logon has become feasible, though take-up seems to be netgdi Increased
ease-of-use over password protection is hard to argue edidyts somewhat
unreliable and unpredictable systems, and for few domaitisere motivation
to progress beyond the combinations of password and physscarity that
protect most enterprise computers. As biometric systentsttebe third party,
software add-ons the systems do not yet have full access grdlater hardware
security guarantees afforded by boot-time and hard disévpasls. Visionics’
face-based screen lock is one example, bundled with PC eaméfaturally
such PC-based verification systems can be extended to cantfwrization
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for single-sign-on to multiple networked services, foregsto encrypted doc-
uments and transaction authorization, though again upikee technology
has been slow.

Face verification is being used in kiosk applications, nigtaboMr. Payroll’s
(now Innoventry) cheque-cashing kiosk with no human supemv. Innoven-
try claims to have one million enrolled customers. Autordateller Machines,
already often equipped with a camera, have also been anuzbeamdidate for
face recognition systems.§. Viisage’s FacePIN), but development seems not
to have got beyond pilot schemes. Banks have been very satiserin de-
ploying biometrics as they risk losing far more through oostrs disaffected
by being falsely rejected than they might gain in fraud pnéiem. Customers
themselves are reluctant to incur burdensome additionatigmeasures when
their personal liability is already limited by law. For battacceptance, robust
passive acquisition systems with very low false rejectimbpbilities are nec-
essary.

Physical access control is another domain where face réamyis attractive
(e.g. Cognitec’s FaceVACS, Miros’ TrueFace) and here it can evended in
combination with other biometrics. Biold [23] is a systemigihcombines face
recognition with speaker identification and lip motion.

Identification Systems.  Two US States (Massachusetts and Connecticut [3])
are testing face recognition for the policing of Welfare &f#s. This is an
identification task, where any new applicant being enraffegst be compared
against the entire database of previously enrolled claispémensure that they
are not claiming under more than one identity. Unforturyefeete recognition is
not currently able to reliably identify one person amongrttidions enrolled in
a single state’s database, so demographics (zip code, @mpesgtt. ) are used
to narrow the search (thus limiting its effectiveness), hathan intervention
is required to review the false alarms that such a systempraiuce. Here
a more accurate system such as fingerprint or iris-base@drpeesognition
is more technologically appropriate, but face recognit®rthosen because
it is more acceptable and less intrusive. In Connecticute f&cognition is
the secondary biometric added to an existing fingerprinttifieation system.
Several US States, including lllinois, have also instidufi@ce recognition for
ensuring that people do not obtain multiple driving license

Surveillance.  The application domain where mostinterest in face recaamit
is being shown is probably surveillance. Video is the medafrahoice for

surveillance because of the richness and type of informatiat it contains
and naturally, for applications that require identificatidace recognition is
the best biometric for video data. though gait or lip motienagnition have
some potential. Face recognition can be applied withousthxect's active
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participation, and indeed without the subject’s knowledgeutomated face
recognition can be applied ‘live’ to search for awatchéisinteresting’ people,
or afterthe fact using surveillance footage of a crime toctethrough a database
of suspects.

The deployment of face-recognition surveillance systeassdiready begun
(Section 4.4), though the technology is not accurate engagtjl4]. The
US government is investing in improving this technology][a0d while useful
levels of recognition accuracy may take some time to achieehnologies such
as multiple steerable zoom cameras, non-visible wavdienghd advanced
signal processing are likely to bring about super-humanggion in the data-
gathering side of surveillance systems.

Pervasive Computing.  Another domain where face recognition is expected
to become very important, although it is not yet commergifdasible, is in
the area of pervasive or ubiquitous computing. Many peopeeavisaging
the pervasive deployment of information devices. Computavices, many
already equipped with sensors, are already found throughaucars and in
many appliances in our homes, though they will become evee mmlespread.
All of these devices are just now beginning to be networkegtizer. We can
envisage afuture where many everyday objects have someaxtatigmal power,
allowing them to adapt their behaviour — to time, user, usetrol and a host
of other factors. The communications infrastructures [iting such devices to
communicate to one another are being defined and develemged(uetooth,
IEEE 802.11). So while it is easy to see that the devices wilible to have
a well-understood picture of the virtual world with infortien being shared
among many devices, itis less clear what kind of informatimse devices will
have about the real physical world.

Most devices today have a simple user interface with inportsrolled only
by active commands on the part of the user. Some simple devégesense the
environment, but it will be increasingly important for symrvasive, networked
computing devices to know about the physical world and tloglgewithin their
region of interest. Only by making the pervasive infrastue’ human aware
can we really reap the benefits of productivity, control aadeeof-use that
pervasive computing promises. One of the most importarts pHErhuman-
awareness is knowing the identity of the users close to @deaind while there
are other biometrics that can contribute to such knowlefdge, recognition is
the most appropriate because of its passive nature.

There are many examples of pervasive face recognition:t&kme devices
such as Personal Digital Assistants (PDAs) may alreadyagortimeras for
other purposes, and in good illumination conditions wilblide to identify their
users. A domestic message centre may have user persdpalitett depends
on identification driven by a built-in camera. Some pernasiemputing envi-
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ronments may need to know about users when not directlyaictieg with a

device, and may be made ‘human aware’ by a network of camblasatrack

the people in the space and identify each person, as wellvassoane under-
standing of the person’s activities. Thus a video confezawom could steer
the camera and generate a labelled transcript of the cowieren automatic
lobby might inform workers of specific visitors; and mobil@skers could be
located and kept in touch by a system that could identify tlaewh redirect

phone calls.

4.6. The IBM Face Recognition System

Inrecent years we have developed a face recognition sysi@&kldresearch
for use in a variety of projects across a number of applioatiomains. The
system is more fully described elsewhere [34, 35, 9, 22, tLhbte we present
a brief overview of the approach and the application domains

The system consists of four modules: face detection anditgcfacial
feature finding; face representation; and matching. Thesearied out in
turn on any still image or video frame presented for recaogmit

46.1 Face Detection

Face detection scans an image pyramid to detect faces legmuaf scale
and location, and uses a filtering hierarchy procedure ter fout locations
that do not represent faces with successively more acctaateclassifiers.
A variety of face classifiers is used varying from the fast, legs accurate,
Fisher’s linear discriminant to a mixture of Gaussians nedwch is slower
but is more correctly able to determine if an image regionfaca or not. For
colour images, the first stage of the filtering hierarchy ikin-tone detector.

4.6.2 Feature Finding

The next stage of the system finds 29 standard features (sumdrrzers of
eyes, nose, mouth and eyebrows, some of which are shown ie igg) on the
face for use in anchoring the representation. Based on tatidém, scale and
orientation of the detected face, the system uses anthmefpicrdata gathered
from a training set to predict the approximate location efphincipal features
(eyes, nose and mouth). The system works in a hierarchicahendo locate
first these larger features, and then to locate smaller safoifes (such as the
corners of eyes, nose and mouth) relative to them. Dete@asmbination of
linear discriminant and Distance from feature space sirtolthe face detector)
trained on a database of labelled face features are applerdaaegion close
to the prediction to determine the feature’s actual locgtiadicated by the
maximum response for the detector in the search region.
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Figure4.2. Principal facial features (in white) located by the system.

The procedure is repeated, predicting the sub-featureatitms relative to
the principal features and localizing them with traineded&drs operating on
a larger scale image. Finally the feature locations ardigdrivith collocation
statistics to reject any mislocated features, and additianchor points are
generated by geometric combinations of the visually latatechors.

4.6.3 Recognition

Recognition is carried out by finding a local representatibrihe facial
appearance at each of the anchor points. The represergatieme used here
is a vector of Gabor wavelet responses [43]. Arange of 40 Babeelets, with
varying scale and orientations, is used to represent tla lmage appearance
around each of the anchor features. This produces a 40-elemetor,a, for
each of the feature locations. The set of 29 vectors congifigerepresentation
of the person’s face to be stored in the face database.

Matching is carried out by comparing these features pairwgng the fol-
lowing similarity measure (each feature from one face whith ¢orresponding
feature from another face).

Saa) = 21 %% (4.1)

V63 %, (a))”

Each such comparison gives a similarity score. Combinihghake scores
gives an overall match score used to determine if the facgaesaepresent
the same person. Multiple representations from success@ges in a video
sequence can be aggregated into a distribution capturadptiial variation,
and these distributions can be compared using statististnte measures to
give a similarity score based on many frames of data.
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4.6.4 Applications

The system has been designed to be generally applicable anietyvof
applications, and as such accepts colour or black and whiges both still
and video. It has been used as a black-and-white mug shditfidation sys-
tem; with PC-attached cameras for computer logon from atsoaad stored
database; and on broadcast video for indexing from a daaifaenrolled TV
presenters [35]. Components of the system have also bedrirugenumber
of other projects such as audio-visual speech recognitiwugl lip reading
to enhance acoustic speech recognition) [1] and user iatedetermination
(using visual cues to understand the user, particularlyhorwspeech is being
addressed) [9].

4.7. Conclusions

Face recognition is a technology just reaching sufficientunits for it to
experience a rapid growth in its practical applications. cMuesearch effort
around the world is being applied to expanding the accuradycapabilities
of this biometric domain, with a consequent broadening ®fjplication in
the near future. Verification systems for physical and ebmit access security
are available today, but the future holds the promise andhtteat of passive
customization and automated surveillance systems enbbliade recognition.
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